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Introduction

The SPLK-1002 Splunk Core Certified Power User certification reflects the ability to use Splunk beyond basic
search activity and into more structured analysis, knowledge object creation, and data interpretation. It represents
practical competence in working with Splunk Search Processing Language (SPL), organizing data for
investigation, and supporting operational visibility through reports and visualizations. In modern IT environments,
these skills are relevant because teams increasingly rely on machine data to investigate issues, identify patterns,
and improve system awareness.

About This Training / Certification

This certification is generally positioned at an intermediate level within the Splunk learning path. It is intended for
learners who already understand core Splunk navigation and basic searching, and who are ready to develop
stronger analytical and administrative capability inside the platform. The skills assessed are not limited to running
searches; they also involve shaping results, correlating events, managing fields, and creating reusable
knowledge objects that make data easier to interpret and apply. As part of a broader learning journey, this
certification often bridges the gap between foundational platform familiarity and more advanced work in security,
observability, or data operations.

What We Offer (AAAdemy)

AAAdemy provides structured training resources designed to support certification preparation and skill
development across a wide range of IT domains. Our learning materials are built around clear knowledge
structures, practical study guidance, and exam-oriented practice to help learners progress with confidence.

We offer well-organized knowledge explanations that break down complex topics into clear, understandable
sections aligned with official exam objectives and real-world skill requirements. Each topic is designed to support
both conceptual understanding and practical application.

Our study plans and learning guidance help learners follow a logical progression, focusing on key concepts,
common pitfalls, and effective preparation strategies. This approach enables learners to study efficiently while
maintaining a clear view of their learning goals.

To reinforce understanding, AAAdemy also provides practice questions and exam-focused insights that reflect
typical certification scenarios. These resources are intended to help learners evaluate their readiness and
strengthen their confidence before taking an exam.

All content is designed for flexible, self-paced learning, allowing individuals to study independently or alongside
their existing professional or academic commitments.
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Knowledge Overview

Area 1: Using Transforming Commands for Visualizations

Candidates are expected to understand how transforming commands convert raw event data into structured
results that support charts, tables, and summary views. This includes knowing how aggregation changes the
shape of search results and how summarized output can be used to communicate trends, counts, comparisons,
and performance indicators. The emphasis is on understanding when transformed data is more useful than raw
events and how that supports operational analysis.

Area 2: Filtering and Formatting Results

This area focuses on refining search output so that results are relevant, readable, and actionable. Candidates
should understand how to limit noise, present only meaningful records, reorder or rename output, and structure
results in a way that improves interpretation. Conceptually, this area is about turning technically correct searches
into practical outputs that support human decision-making.

Area 3: Correlating Events

Correlating events involves connecting related activity across time, sources, hosts, users, or other shared
attributes. Candidates are expected to understand how separate events can form a larger operational story and
how correlation helps reveal causality, sequences, dependencies, or anomalies. This knowledge is important
because meaningful insights in Splunk often come not from a single event, but from relationships across multiple
events.

Area 4: Creating and Managing Fields

Candidates should understand how fields make machine data searchable, interpretable, and useful for reporting.
This area includes the conceptual role of fields in extracting structure from semi-structured or unstructured data,
as well as the importance of consistency and clarity in field usage. Strong understanding here supports almost
every other activity in Splunk, from filtering and aggregation to dashboards and investigation workflows.

Area 5: Creating Field Aliases and Calculated Fields

This area focuses on extending usability without changing original source data. Candidates are expected to
understand how field aliases improve consistency by mapping equivalent data names, and how calculated fields
derive new values from existing data to support analysis. The key concept is data normalization and enrichment:
making data easier to use, compare, and interpret across different searches and datasets.

Area 6: Creating Tags and Event Types

Tags and event types help organize data according to meaning rather than only raw structure. Candidates
should understand how these knowledge objects support categorization, reuse, and easier identification of
important classes of activity. This area reflects a shift from simply searching data to building a semantic layer that
makes Splunk more efficient and understandable for repeated use.

Area 7: Creating and Using Macros
Macros allow common search logic to be reused in a standardized way. Candidates are expected to understand
why reusable search components improve efficiency, consistency, and maintainability. Conceptually, this area is
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about abstraction: reducing repetition while preserving clear analytical intent. It also reflects the collaborative
nature of Splunk usage, where repeated search patterns can be formalized for broader use.

Area 8: Creating and Using Workflow Actions

Workflow actions connect Splunk results to follow-up operational steps. Candidates should understand how
search results can be made more actionable by linking them to external systems, reference pages, or processes.
The core idea is that Splunk is not only a platform for viewing data, but also a point of operational context that
can help users move from observation to action.

Area 9: Creating Data Models

This area covers the structured representation of data for consistent use across searches and applications.
Candidates are expected to understand how data models organize fields and datasets into logical forms that
support faster analysis and more standardized reporting. The conceptual value of data models lies in
simplification, normalization, and enabling reusable analytical structures across teams and use cases.

Area 10: Using the Common Information Model (CIM) Add-On

Candidates should understand the purpose of the Common Information Model as a framework for normalizing
diverse data into shared field definitions and categories. This area is important because many advanced Splunk
use cases depend on data consistency across sources. The focus is not merely on terminology, but on
understanding how normalization improves interoperability, reporting continuity, and broader analytical scalability.

Detailed Knowledge Explanation

SPLK-1002 Correlating Events

Event correlation represents a strategic pivot in the Splunk ecosystem, transitioning the platform from a simple
repository of raw data into a sophisticated engine for narrative construction. By identifying relationships between
disparate data points, correlation allows organizations to move beyond the isolation of individual logs to uncover
actionable insights into user behavior, fraud patterns, and complex system errors. This architectural layer is
essential for transforming high-volume ingestion into meaningful security and operational stories, providing the
horizontal visibility required to monitor modern, distributed environments effectively.

1. What Does Correlating Events Mean?

At its core, event correlation is the systematic process of identifying dependencies or relationships between
multiple events to reveal underlying trends or anomalies. By leveraging shared fields—such as a specific User ID
or an IP address—Splunk can group unconnected data points into a cohesive sequence. Evaluating these
relationships within specific time ranges or conditions transforms raw data into a structured pattern, allowing
administrators to see a user session as a single journey rather than a hundred unrelated log entries.

2. Key Commands for Event Correlation



AAAdemy | https://www.aaademy.com

When selecting a primary tool for event correlation, architects must evaluate the specific needs of the analysis,
specifically contrasting the utility of the transaction, stats, and eventstats commands. The transaction command
is uniquely positioned for session analysis where event order, continuity, and timing are paramount, such as
tracking an authentication flow or a sequence of network requests. Because it combines raw event data into a
single entity, it preserves the granular detail of the original logs. However, it is fundamentally slower and more
resource-intensive because it processes events individually on the search head.

In contrast, the stats command provides a significantly more efficient method for high-performance data
aggregation. While transaction is heavy on system resources, stats is optimized for speed, producing
summarized values like counts or averages grouped by shared fields. It is the preferred choice for generating
dashboard summaries where the individual raw events are less important than the aggregate trend. Architects
should default to stats for enterprise-scale reporting to maintain system stability.

The eventstats command offers a distinct value proposition by functioning as a hybrid enrichment tool. Unlike
stats, which collapses the dataset into a summary and removes individual events, eventstats computes
aggregate statistics and appends them to every individual event in the current dataset. This allows a user to
maintain the full granularity of their raw data while simultaneously having access to global context—such as
seeing an individual transaction price alongside the average price calculated for the entire dataset.

2.1. transaction Command

The transaction command relies on specific parameters to define the boundaries of an activity. The maxspan
parameter dictates the maximum total duration allowed for a single transaction, while maxpause sets a limit on
the time gap between two consecutive events within that transaction. To further refine these sessions, the
startswith and endswith parameters are used to define the specific events that signal the opening and closing of a
session, such as a "login" and a "logout" event, ensuring the transaction accurately mirrors the real-world user
session.

2.2. stats Command with by Clause

The stats command is the fundamental tool for generating summary statistics across shared fields. By using the
"by" clause, Splunk groups data into buckets based on field values, such as totaling sales by region or counting

events per IP address. Because this command is designed for high-performance aggregation and does not need
to maintain the heavy overhead of raw event sequences, it is the superior choice for large-scale data sets where
system efficiency is a priority.

2.3. eventstats Command

The unique value of eventstats lies in its ability to enrich raw events with aggregate data without removing
individual event granularity. By adding calculated fields to every event in the current dataset, it enables deeper
comparative analysis. For instance, an architect can use eventstats to add a global average field to every log
entry, allowing a subsequent search to filter for events that are significantly higher than the average without losing
the original log details.

3. Use Cases for Event Correlation
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Practical applications of correlation are found in fraud detection, where identifying an abnormally high number of
transactions from a single user within a short window can trigger alerts. In system troubleshooting, correlation
allows engineers to trace a single transaction_id across multiple disparate systems, identifying exactly where an
error occurred in a complex chain. The choice of command—transaction for depth of the session or stats for the
breadth of the trend—directly impacts the level of insight derived from these scenarios.

4. Best Practices for Correlating Events

Optimizing system stability requires a disciplined approach to correlation. Because the transaction command is
resource-intensive, it should be used sparingly, with stats or eventstats serving as the default for most summary
tasks. Performance is further protected by filtering data as early as possible in the search pipeline using indexed
fields. Additionally, setting precise time boundaries with maxspan and maxpause prevents the system from
attempting to group unrelated, distant events into overly broad, memory-heavy transactions.

5. Practical Exercises

For a basic understanding of transaction grouping, practice grouping events by a shared user_id within a
15-minute window using transaction user_id maxspan=15m. This exercise demonstrates how Splunk
consolidates multiple logs into a single result. To practice data enrichment, use the eventstats command to
calculate the average transaction value across all events: eventstats avg(price) as AvgPrice. This
allows you to compare individual logs against the global average in the same result set.

6. Advanced Correlation Scenarios

Complex correlation involves multi-field grouping, where events are combined based on a composite identifier
like a user_id and a session_id simultaneously. Sequential analysis takes this further by ensuring events occur in
a specific order, such as a login followed by a logout. For horizontal visibility, architects must distinguish between
the append command, which stacks results vertically without merging them on fields, and the join command,
which merges results horizontally based on a shared key like user_id.

7. Troubleshooting Common Issues

Slow queries are most often caused by the heavy processing requirements of the transaction command on large
datasets; the strategic solution is to transition those queries to stats. If fields used for correlation are missing from
some events, the coalesce function serves as a vital fallback, such as eval
correlation_field=coalesce(field_a, field_b), ensuring that the correlation logic always has a
value to act upon.

8. Optimization Strategies
Search speed is maximized by prioritizing indexed fields during the initial filtering phase. By narrowing the time

range to the smallest window necessary, the volume of data processed is minimized. Architects should also limit
the number of fields in a stats "by" clause to reduce computational complexity and memory usage.

9. Practical Exercises
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In advanced scenarios, identifying incomplete transactions requires sequential tracking, searching for sessions
that have a "start" event but lack an "end" event within the defined maxspan. To identify unusual activity across
different layers, practice using the append command to stack authentication logs with firewall logs:

index=firewall | append [search index=auth]. This allows for a comparative analysis of volume
across different data sources.

10. Summary of Key Points

Mastering event correlation requires a tactical choice between the transaction command for deep, session-based
analysis and the stats command for efficient, high-speed summaries. Effective correlation relies on early filtering,
precise parameter settings, and the use of eventstats for contextual enrichment. This logical organization of data

leads directly into the architectural logic of Data Models, which provide the structure needed for long-term data
acceleration.

11. Correlating Events Practice Question

Q1: Which command is most appropriate for grouping a series of user actions into a single session for a given
user_id?

A. eventstats
B. transaction
C. stats

D. join

Q2: What is the main difference between stats and eventstats?

A. eventstats replaces all fields with calculated fields

B. eventstats is used for visualization only

C. stats removes events while eventstats enriches them with summary values
D. stats can only calculate averages while eventstats calculates only counts

Q3: Which transaction command configuration will ensure events are grouped if they occur within 5 minutes
of each other and share the same session_id?

A. transaction session_id startswith="start" endswith="end"

B. transaction session_id maxpause=1h

C. transaction session_id maxspan=5m

D. transaction session_id maxpause=5m

Q4: What is the purpose of the startswith and endswith options in the transaction command?
A. To define event patterns that mark the beginning and end of a transaction

B. To define fields used for correlation

C. To match time ranges within which transactions must fall

D. To limit the number of fields returned

Q5: Which command would be best to count the number of events per ip_address?
A. transaction ip_address
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B. eventstats count BY ip_address

C. stats count BY ip_address
D. join ip_address

Q6: Which situation would most likely require the use of eventstats?

A. When you want to remove duplicate events

B. When you want to add average sales value to every event in the dataset
C. When you want to join events from two indexes

D. When you want to format the output for visualization

Q7: A query returns overlapping transactions when using transaction. What is the most likely cause?
A. The maxpause or maxspan value is too large

B. The correlation field does not exist

C. The stats function is being used incorrectly

D. The eventstats was not applied first

Q8: You want to flag users who perform more than 10 actions within a session. What query best achieves this?
A. index=web_logs | stats sum(actions) BY session_id | where sum > 10

B. index=web_logs | eventstats count BY session_id | where count > 10

C. index=web_logs | stats count BY user_id | where count > 10

D. index=web_logs | transaction session_id | where eventcount > 10

Q9: What is a recommended best practice when using the transaction command?
A. Use it as the first command in the search pipeline

B. Always pair it with a join command

C. Use filters (search or where) before applying it to reduce dataset size

D. Never combine it with stats

Q10: How can you correlate user sessions across multiple indexes using a shared field like session_id?
A. Use transaction across multiple indexes

B. Use join session_id or append with session_id as a common field

C. Use eventstats with a renamed field

D. Use where session_id IN both indexes

SPLK-1002 Creating Data Models

Data Models act as a structured abstraction layer over raw Splunk data, providing the organization and
acceleration necessary to power high-performance dashboards and non-specialist analysis. By standardizing
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complex datasets into a hierarchy of meaningful categories, Data Models enable business owners and analysts
to interact with data through visual, drag-and-drop Pivot interfaces without needing to write complex SPL.

1. What Are Data Models?

A Data Model is a structured representation of datasets that standardizes raw data and organizes it into logical
categories. Its primary purpose is to simplify complex information and enhance search performance. By applying
pre-defined filters and correlations, Data Models create a reusable framework that ensures consistency across
the entire analytics lifecycle.

2. Core Components of Data Models

The architecture of a Data Model is built upon the relationship between datasets, which define the content; fields,
which define the attributes; and the acceleration mechanism, which ensures the model remains performant at
scale.

2.1. Datasets

Datasets are the hierarchical building blocks of a model. Event datasets represent raw data, such as a stream of
web logs. Search datasets act as refined subsets, using queries to filter for specific events like
status_code=200. Transaction datasets combine events based on shared fields and temporal proximity,
creating a higher-level view of activities like complete checkout processes.

2.2. Fields

Fields within a Data Model include auto-extracted attributes found during ingestion and calculated fields derived
through expressions. Including these fields within the model structure simplifies analysis for the end user, as the
complex logic required to generate them is hidden behind a simple field name.

2.3. Acceleration

Data Model acceleration uses the TSIDX (Time Series Index) mechanism to precompute and store summarized
data. These precomputed summaries are stored in the index directory, specifically at
SSPLUNK_HOME/var/1ib/splunk/<index_name>/datamodel_summary/. While this significantly boosts
query performance for large datasets, it creates a trade-off by requiring additional storage and CPU resources to
maintain the summaries.

3. How to Create a Data Model

Creating a model involves navigating to Settings > Data Models and defining a descriptive name and a root
dataset. Once the foundation is set, administrators can add child datasets to refine the data further.

3.1. Steps to Create a Data Model

The process follows a sequential logic: navigate to Settings > Data Models, click New Data Model, define the
name, and select the initial root dataset. After adding specific fields and refining the model with filters, the user
can optionally enable acceleration by specifying a summary range, such as the past 7 days.
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3.2. Example: Web Traffic Data Model

A practical web traffic model begins with a root Event dataset targeting index=web_logs. This is refined by a
Search dataset that filters for status_code=200, which is then further refined into a Transaction dataset that
groups these logs by session_id to provide a clear view of successful user journeys.

4. Use Cases for Data Models

Data Models are indispensable for website analytics, where page views and bounce rates are tracked. They also
support security monitoring by correlating login events with anomalies, providing a consistent framework for
answering recurring business questions through the Pivot interface.

5. Best Practices for Data Models

To maintain a high-performing Splunk environment, Data Models must be optimized by tailoring datasets to
specific business questions. Testing filters and queries before deployment ensures the model is accurate and
does not include unnecessary data that would bloat the system.

5.1. Optimize for Specific Use Cases

Datasets should be granularly defined to answer specific questions. Creating separate datasets for successful
versus failed transactions allows for faster, more specific reporting.

5.2. Use Acceleration Judiciously

Acceleration should be reserved for high-volume models used in critical dashboards. Balancing the need for
speed with the reality of storage constraints in the indexer filesystem is a key responsibility of the Splunk
architect.

5.3. Simplify Field Selection

Reducing complexity by selecting only the fields required for analysis (such as user_id and status_code)
improves the overall efficiency and speed of the Data Model and reduces the size of the precomputed TSIDX
files.

5.4. Test Filters and Queries

Validation in a search environment is essential to ensure that the dataset filters are retrieving the intended data
and that the logic is sound before the model is used for production reporting.

5.5. Regularly Update Models

Data Models are not static; they must be updated regularly to reflect changes in the underlying data landscape or
evolving business requirements to remain relevant.

6. Practical Exercises
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Basic exercises involve creating a "System Logs" model, defining an event dataset for index=system_logs,
and adding common fields like host and source. Adding a search dataset to this model that filters specifically for
event_type=error helps students understand hierarchical refinement.

7. Advanced Configurations for Data Models

Advanced models utilize nested datasets for granular analysis and field normalization through aliases.
Normalization is particularly valuable for handling inconsistent source data, ensuring that different field names
representing the same concept are mapped to a single, standard name.

7.1. Adding Calculated Fields

Calculated fields allow for the derivation of new values, such as response_time, directly within the model
structure. By defining the expression end_time - start_time once, the value becomes available for all
subsequent Pivot analysis.

7.2. Using Aliases for Field Normalization

Aliases map disparate field names like src_ip and source_ip to a standardized field name like ip_address.
This normalization ensures that a single query or Pivot report can return data from multiple sources consistently.

7.3. Advanced Filtering for Search Datasets

Complex queries can be used within search datasets to isolate critical data, such as status=critical AND
app=web_app, making the Data Model a powerful tool for targeted investigation.

7.4. Hierarchical Data Models

Nesting child datasets under a root dataset allows for a "drill-down" structure. A root dataset of all web logs can
have a child for successful requests, which in turn can have a child for requests to a specific URL, enabling
extremely detailed analysis.

8. Troubleshooting Data Models

When fields are missing from results, the first diagnostic step is to verify the field is included in the dataset and
then perform a rebuild of the model's summaries.

8.1. Missing Fields in Results

Missing fields often stem from the field being absent in the dataset definition. Adding the field and performing a
rebuild of the model's summaries typically resolves the issue.

8.2. Data Model Acceleration Fails

Acceleration failures are usually tied to insufficient storage space in the summary directory or improper
configuration of the summary range. Checking disk space and app-level permissions is the first step in resolution.
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8.3. Poor Performance with Accelerated Models

If an accelerated model is slow, it is likely due to overly complex datasets or an excessive number of fields.
Simplifying the model structure and removing unnecessary fields will restore performance.

9. Optimization Strategies

Architects should limit fields in datasets and use summary indexing for older, historical data. This approach
reduces the load on accelerated models while preserving the ability to perform long-term trend analysis.

10. Practical Exercises

Practical implementation involves creating calculated fields for time_spent and normalizing IP fields from
multiple sources (e.g., mapping src_ip and source_ip) into a unified user_ip field. These steps demonstrate
the power of the Data Model in cleaning data.

11. Summary of Key Points

Data Models provide the essential structure and acceleration for efficient Splunk analytics. By combining datasets
and TSIDX acceleration, they enable visual analysis and ensure data consistency. This organized structure leads
naturally into the specific mechanics of Field Aliases and Calculated Fields.

12. Creating Data Models Practice Question

Q1: Which component of a data model is used to represent raw event data in Splunk?
A. Search Dataset

B. Transaction Dataset

C. Event Dataset

D. Field Alias

Q2: What is the primary purpose of enabling acceleration in a data model?
A. To archive old events for compliance

B. To improve performance by summarizing data

C. To increase dashboard complexity

D. To simplify field extraction

Q3: What type of dataset allows you to combine events based on session ID and time range?
A. Event Dataset

B. Calculated Dataset

C. Search Dataset

D. Transaction Dataset

Q4: Which best describes a calculated field in a data model?
A. A field derived using an expression from existing fields
B. A field extracted from JSON input
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C. A field indexed during data ingestion
D. A field representing host information

Q5: What is the correct sequence to create a data model in Splunk?
A. Define name — Add datasets — Add fields — Enable acceleration
B. Enable acceleration — Add filters — Define model

C. Create datasets — Enable acceleration — Define name

D. Define fields — Save model — Add datasets

Q6: What happens if a field is not added to a data model dataset?

A. It will be automatically added during search

B. It will be indexed globally

C. The field will be ignored in reports and dashboards using that model
D. It will be used as a calculated field by default

Q7: What dataset type would be best suited to filter events containing "status_code=200"?
A. Transaction Dataset

B. Field Alias

C. Event Dataset

D. Search Dataset

Q8: How can data from multiple sources be normalized in a data model?
A. By renaming the index

B. By using transaction datasets

C. By applying lookup tables

D. By using alias fields

Q9: Which of the following is true about hierarchical datasets in a data model?
A. They refine the parent dataset by narrowing down the scope

B. They extract new fields from unrelated indexes

C. They cannot contain calculated fields

D. They automatically include fields from other data models

Q10: What should be done to improve performance for a high-volume dashboard using a data model?
A. Add all available fields to the dataset

B. Use transaction datasets only

C. Enable data model acceleration

D. Increase the time range in the root search

SPLK-1002 Creating Field Aliases and Calculated Fields
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Field aliases and calculated fields serve as the primary mechanisms for data normalization and insights
derivation in Splunk. Together, they transform raw, sometimes cryptic data into a standardized and intuitive
format, allowing for seamless cross-source analysis and real-time metric computation.

1. What Are Field Aliases and Calculated Fields?

Field aliases provide alternate, user-friendly names for existing fields to ensure consistency across different data
sources. Calculated fields use the eval function to generate entirely new fields based on mathematical or logical
transformations. Both tools make data intuitive and meaningful without altering the underlying raw events.

2. Field Aliases

Field aliases achieve consistency by mapping multiple field names to a single, readable name. This is crucial
when different systems use different nomenclature for the same data point.

2.1. Why Use Field Aliases?

Consistency and readability are achieved through aliases. Unifying field names like status_code and

http_status for simplified cross-source querying allows a single search to work across all datasets regardless
of their original source.

2.2. How to Create Field Aliases

Within Splunk Web, aliases are created under Settings > Fields > Field Aliases. Users define the original source
field, the new alias name, and the specific app context where the alias should be active.

2.3. Practical Use Cases for Field Aliases

Real-world scenarios include unifying datasets from different vendors and simplifying complex API response
codes. For example, renaming x_api_response_code to response_code makes dashboards easier to read
and maintain.

3. Calculated Fields

Calculated fields allow for the dynamic generation of data using the eval function. This enables real-time metrics
and data enrichment without ever modifying the underlying raw data or consuming additional storage.

3.1. Why Use Calculated Fields?

The advantage of calculated fields is the ability to derive business insights, like calculating total revenue from
price and quantity, instantly. They are search-time only, meaning they do not modify raw data and only exist
during the search lifecycle unless accelerated.

3.2. How to Create Calculated Fields

Under Settings > Fields > Calculated Fields, users select the app context, provide a descriptive field name, and
enter an SPL expression using the eval function to define the logic for the field.



AAAdemy | https://www.aaademy.com
3.3. Common Calculated Field Expressions

Calculated fields support mathematical operations, string concatenation, and complex conditional logic. As an
architectural standard, the case () function is preferred over nested if () statements for readability and
maintainability in enterprise deployments.

3.4. Practical Use Cases for Calculated Fields

Practical applications include revenue calculation and performance categorization, such as labeling response
times as "Fast" or "Slow." These computed values allow for much deeper business analysis than raw data alone.

4. Best Practices for Field Aliases and Calculated Fields

To maintain system performance, architects should keep expressions simple and minimize scope to specific
apps. Testing expressions with sample data before deployment is critical for ensuring accuracy across the
environment.

5. Practical Exercises

Practice involves creating a profit_margin calculation using eval or creating a conditional transaction
categorization field that labels monetary values as "High" or "Low." These exercises solidify the understanding of
how search-time logic transforms results.

6. Advanced Use Cases

Advanced applications include multi-alias mapping, where multiple source fields are mapped to a single alias,
and nested calculated fields for multi-stage metric derivation, such as calculating profit before using it to find profit
margin.

7. Troubleshooting Common Issues

If an alias is not recognized, check the app context. For calculated fields showing incorrect results, test the SPL
expression in the search bar. The coalesce function is useful for handling null values in these calculations.

8. Optimization Tips

For better performance, break down complex calculations into smaller steps. Additionally, applying aliases via
props.conf at the ingestion stage provides consistency. Note that in props.conf, the syntax is
FIELDALIAS-<name> = <old_field> AS <new_field> is a common pitfall; the correct configuration
syntax is FIELDALIAS-<aliasname> = <sourcename>.

9. Practical Exercises

Practice multi-alias mapping to standardize status codes across logs. Use string parsing and concatenation to
combine a user and an action into a single user_action field for easier reporting in dashboards.
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10. Summary of Key Points

Field aliases provide normalization for consistency, while calculated fields provide the dynamic logic needed for
insights. This organizational power transitions to the labeling capabilities of Tags and Event Types.

11. Creating Field Aliases and Calculated Fields Practice Question

Q1: What is the main purpose of creating field aliases in Splunk?
A. To filter results based on matching field values

B. To allow users to rename indexed fields permanently

C. To provide alternate names for existing fields

D. To calculate new numeric fields during search

Q2: How can you create a field alias in Splunk Web?
A. Settings > Searches > Create Alias

B. Settings > Fields > Field Aliases

C. Settings > Lookups > Create New Lookup

D. Settings > Search > Macros

Q3: Which command would you use to create a calculated field directly in a search?
A. eval

B. fields
C. alias
D. stats

Q4: What is a typical use case for a calculated field?

A. Hiding sensitive fields from users

B. Replacing field values with lookup values

C. Grouping events by original field names

D. Creating a new field by multiplying price and quantity

Q5: You want to create a field alias so that both status_code and response_code can be referred to as
http_status. What should you do?

A. Use the replace command

B. Rename both fields directly in the search

C. Create two aliases mapping both original fields to http_status

D. Create a calculated field that joins the two fields

Q6: Which of the following SPL examples defines a conditional calculated field?
A.eval product_id = product . "_" . category

B. eval discount = if(amount > 500, 0.1, 0.05)
C.eval session_id = uuid()
D.

coalesce(code, 0)

eval error_code
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Q7: You define a calculated field with eval full_name = first_name . " " . last_name. Whatis the
result?

A. It merges first_name and last_name into a single string field

B. It converts both fields into multivalue format

C. It removes both fields from the search results

D. It creates two new fields called first_name and last_name

Q8: Where are calculated fields typically evaluated in Splunk?
A. During indexing time

B. During visualization rendering

C. At search time using eval

D. In lookup transformation

Q9: What happens if you define two field aliases that conflict for the same original field?
A. The most recent alias takes effect

B. Splunk chooses one alias randomly

C. Both aliases apply, depending on context

D. Splunk will generate a warning and ignore both

Q10: What is the effect of using coalesce(price, ©) in a calculated field?
A. Converts price to a boolean

B. Replaces null price values with 0

C. Multiplies price by 0

D. Removes all values of price

SPLK-1002 Creating Tags and Event Types

Tags and event types provide the labeling and categorization necessary for efficient data management and
intuitive search. While tags simplify the search experience by labeling specific values, event types categorize
entire events based on complex criteria.

1. Tags

Tags are labels assigned to specific field-value pairs. They act as aliases for values, making it easier to group
related data points and retrieve them using human-readable vocabulary.

1.1. What Are Tags?

Tags make searches more meaningful and allow quick retrieval of related events. They replace cryptic values,
like a specific hex code or status number, with intuitive labels like "ClientError" or "Production.”
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1.2. How to Create Tags

Tags can be created ad-hoc directly from search results or manually via the Settings > Tags menu. Manual
configuration is preferred for controlled enterprise environments to define permissions and app contexts.

1.3. Use Cases for Tags

Tags are used to simplify searches and group related field values, such as tagging multiple error codes (400, 401,
403, 404) with the single label "ClientError," creating a shared vocabulary for team collaboration.

2. Event Types

Event types are saved searches that categorize events based on specific conditions. They provide a way to
consistently group events and simplify monitoring through reusable groupings.

2.1. What Are Event Types?

The function of an event type is to label categories of events, such as labeling any log where status_code=500
as a "ServerError." They are reusable groupings that make it easier to build dashboards and alerts.

2.2. How to Create Event Types

Event types are defined in Settings > Event Types. The user provides a search string, a name, and can optionally
assign a visual color to make the events distinct in the Splunk interface.

2.3. Use Cases for Event Types

Typical use cases include monitoring HTTP response categories or tracking high resource usage. Using event
types allows an analyst to search for eventtype=HighCPU rather than typing the full logic every time.

3. Best Practices
Architects should use descriptive names and precise search strings. Regularly reviewing and updating these

objects ensures they stay aligned with evolving data. Using colors for event types improves visualization in
dashboards.

4. Practical Exercises

Practice involves creating a "ClientError" tag for status code 404 and a "ServerError" event type for code 500.
Combining these allows you to run searches that return both specific tagged values and broader categories.

5. Advanced Use Cases

Advanced techniques include hierarchical tags, where an event might be tagged as both "Error" and "ClientError,"
and dynamic event types that detect high resource usage across production hosts.

6. Troubleshooting Common Issues
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If tags are not recognized, verify the spelling in the Settings menu. For overlapping event types, Splunk uses a
priority system where a lower numerical value indicates higher priority to resolve conflicts.

7. Optimization Strategies

Optimization involves using intuitive names and ensuring that event types include early filtering in their
definitions. This reduces the processing load and speeds up searches that rely on these event types.

8. Practical Exercises

Implement hierarchical structures by assigning multiple tags to a single status code. Optimize event types by
using range operators, such as status_code>=500 AND status_code<600, instead of multiple OR
conditions.

9. Summary of Key Points

Tags and event types work collaboratively to provide intuitive labeling and consistent categorization. This
organized labeling bridges the gap between raw data and business vocabulary, leading into the broader scope of
Field Management.

10. Creating Tags and Event Types Practice Question

Q1: What is the main purpose of assigning tags to field values in Splunk?
A. To delete unused fields

B. To index events more efficiently

C. To simplify and standardize searches

D. To rename fields permanently

Q2: Where in the Splunk Web interface can you create a new event type?
A. Settings > Tags

B. Settings > Event Types

C. Settings > Lookups

D. Settings > Fields > Field Aliases

Q3: Which syntax is used to search events using a tag?
A. tag=ErrorType

B. eventtype=ErrorType

C. search tag=ErrorType

D. lookup tag=ErrorType

Q4: You want to retrieve all events where the CPU usage is above 90 on production systems. Which event type
definition is best?

A. cpu_usage < 90 AND host="dev"

B. cpu_usage > 90 OR memory_usage > 70

C. cpu_usage > 90 AND host="prod"

D. cpu_usage > 80
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Q5: Why would you assign the same tag to multiple field values?
A. To group values for simpler queries

B. To create new calculated fields

C. To limit access to those values

D. To reduce memory usage in searches

Q6: What is a benefit of using event types in dashboards?
A. They reduce event indexing time

B. They encrypt sensitive data fields

C. They provide named groups of events for display

D. They store logs in separate indexes

Q7: How can hierarchical tagging help in searches?

A. It prevents access to child tags

B. It removes duplicate events from the index

C. It ensures only exact matches return results

D. It allows both broad and specific tag-based searches

Q8: What does the event type search status_code>=500 AND status_code<6600 accomplish?

A. Matches all server error responses
B. Tags all logs with critical information
C. Returns non-error events

D. Finds only 500 errors

Q9: What should you do if two event types overlap and match the same event?
A. Set event type priority to resolve conflicts

B. Avoid using any of them

C. Modify the tags instead

D. Delete both event types

Q10: When creating a tag for a multivalue field like categories=["electronics",

is the effect of applying tag=TechProducts to electronics?
A. Tags cannot be used with multivalue fields

B. All events with electronics in categories will match tag=TechProducts
C. Only events with both values will match
D. The tag will apply only when categories is a single value

SPLK-1002 Creating and Managing Fields

"appliances" ], what

Fields are the cornerstone of Splunk’s data processing, serving as the basic building blocks that allow attributes
to be extracted and analyzed. They enable Splunk to function as a powerful relational and statistical engine

rather than a simple text search tool.
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1. What Are Fields in Splunk?

Fields are key-value pairs representing specific attributes within an event, such as host, source, or user_id. They
are the essential building blocks for all Splunk data analysis and reporting.

2. Field Management Techniques
Field management involves automatic extraction for structured data and manual extraction for unstructured logs.
2.1. Automatic Field Extraction

Splunk automatically recognizes patterns in JSON, CSV, and XML. During ingestion, it identifies delimiters and
extracts these into fields that are immediately available in the Field Sidebar for analysis.

2.2. Manual Field Extraction

For unstructured data, architects use the Field Extractor Tool or the rex command. When using rex, it is critical to
use named capturing groups, such as (?<fieldname>. . .), as failing to do so will result in the field not being
extracted.

2.3. Field Discovery

The fields command is used to include or exclude data from results. This is essential for optimized search
performance by ensuring that Splunk only processes the data required for the specific query.

3. Field Aliases

Field aliases provide alternate names to existing fields to improve search clarity and consistency across disparate
datasets.

4. Best Practices for Field Management

To maintain system speed, extract only relevant fields and use efficient regex patterns. Using anchored regex
patterns (using * for the start and S for the end) is critical for minimizing processing overhead.

5. Practical Exercises

Practical exercises include viewing extracted fields in the sidebar and using the rex command to manually extract
a session_id from a log. Verification involves ensuring the new field appears correctly in the results.

6. Advanced Field Extraction Techniques

Advanced techniques include using the spath command for hierarchical JSON data and configuring field rules in
props.conf to ensure consistent extraction across all searches.

7. Troubleshooting Common Field Extraction Issues
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Common issues include irregular formats and broad regex patterns. The solution is to refine the regex or use
spath for structured data to ensure accuracy and prevent incorrect data capture.

8. Optimization Strategies for Field Management

The most effective strategy is predefining extractions at the ingestion stage to reduce ad-hoc processing during
searches. Limiting the number of extracted fields ensures the environment remains performant.

9. Practical Exercises

Practice using spath for JSON extraction and optimizing regex patterns for log level identification, such as
identifying "INFO" or "ERROR" at the start of a message.

10. Summary of Key Points

Field management requires a choice between automatic and manual extraction. Efficiency is gained by
predefining fields and optimizing regex, providing the foundation for the modular power of Search Macros.

11. Creating and Managing Fields Practice Question

Q1: Which command is commonly used to extract fields from raw unstructured event data using regular
expressions?

A. spath

B. eval

C. fields

D. rex

Q2: What is the purpose of field aliases in Splunk?
A. To delete fields from results

B. To filter out unnecessary fields

C. To give alternate names to existing fields

D. To extract nested JSON fields

Q3: Which of the following scenarios is the spath command most appropriate for?
A. Extracting nested fields from JSON data

B. Parsing CSV log entries

C. Extracting fields from key=value strings

D. Creating calculated fields

Q4: How can you extract the user_id from the string user_id=12345 using rex?
A.rex field=_raw "user_id=(?P<user_id>\w+)"
B. extract user_id from _raw

C. spath path="user_id"

D. eval user_id=extract(_raw, "user_id")
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Q5: You want to limit the output to only show the fields product_name and price. Which command should you
use?

A. eval product_name, price

B. stats product_name, price

C. fields product_name, price

D. table product_name, price

Q6: Which of the following is a best practice when building regex patterns for use with rex?
A. Test your expressions using external tools
B. Use very broad patterns to catch more data

C. Always use spath for better performance
D. Avoid named groups for simplicity

Q7: What is a potential cause if a field alias is not recognized in a search?
A. The alias was created for the wrong sourcetype

B. The field name is too short

C. The field is missing from the raw event

D. The field was extracted using spath

Q8: What does the following command do?

index=transactions | rex field=_raw "transaction_id=(?<tid>\w+)"
A. Filters events that contain transaction IDs

B. Extracts the transaction_id into a new field called tid

C. Removes the transaction_id field

D. Renames the field transaction_id to tid

Q9: Which method allows you to extract fields directly during indexing time via configuration?
A. Use the rex command

B. Add spath to saved searches

C. Configure EXTRACT- rules in props.conf

D. Use fieldsummary

Q10: What is the purpose of the mvindex function in field extraction?
A. To merge two separate fields into one

B. To access a specific value in a multivalue field

C. To multiply two numeric fields

D. To convert a string into a list

SPLK-1002 Creating and Using Macros
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Macros simplify complex queries and promote search string reuse across an organization. They are powerful
tools for reducing redundancy and ensuring that all team members use the same logic for common filters.

1. What Are Macros?

Macros are reusable search segments or expressions defined once and used across multiple queries. They
reduce redundancy, simplify complex logic, and can be parameterized to handle dynamic inputs.

2. How to Create Macros

Macros are managed in Settings > Search Macros or defined in macros.conf located in
etc/apps/<app_name>/local/. Administrators define a unique name, the SPL definition, and any required
arguments.

3. Using Macros in Searches

In a search query, macros are invoked by enclosing the name in backticks. When the search runs, Splunk
expands the macro into its full definition before executing the query.

4. Dynamic Macros

Dynamic macros use placeholders, like Sarg18$, to accept arguments. This allows a single macro to become a
versatile tool for parameterized searching, such as filtering for different hosthames or status codes.

5. Common Use Cases for Macros

Macros are ideal for reusabile filters, complex joins, and environment-specific host tracking. For example, a
prod_hosts macro can be defined to automatically filter for all hosts in the production environment.

6. Best Practices for Macros

Architects should use descriptive haming, document every macro, and restrict the scope to relevant apps. This
ensures that knowledge objects are organized and only visible where they are actually needed.

7. Troubleshooting Common Issues

"Macro Not Found" errors are typically caused by typos or incorrect app contexts. Argument mismatches occur
when the number of values passed does not match the number of placeholders defined.

8. Practical Exercises

Create a static macro for standard error filtering and a dynamic macro that accepts a status code as an
argument. Verify the macro by calling it with different values in the search bar.

9. Advanced Use Cases for Macros
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Advanced scenarios involve multi-argument macros and data preprocessing for timestamp standardization.
Macros can also be nested to create layered, modular search logic for complex environments.

10. Troubleshooting Macros

Performance degradation can occur if macros become overly nested. Troubleshooting involves testing the macro
output directly and simplifying the logic to remove unnecessary complexity.

11. Optimization Strategies

The value of modular reuse is maximized by breaking down long queries into smaller, manageable macros. This
makes the overall system easier to troubleshoot and maintain.

12. Practical Exercises

Practice combining static and dynamic macros to filter critical logs from specific servers. For example, combine a
critical_logs macro with a dynamic filter_by_host macro.

13. Summary of Key Points

Macros provide the flexibility and reusability needed for parameterized searching. This modular approach leads
into the interactive capabilities of Workflow Actions.

14. Creating and Using Macros Practice Question

Q1: What is the primary benefit of using macros in Splunk?
A. They reduce storage requirements

B. They encrypt sensitive field values during ingestion

C. They automatically normalize all event timestamps

D. They simplify complex or repetitive searches

Q2: Which syntax is correct when calling a macro with one argument?
A.macro_name[arg1]

B. Smacro_name("arg1")$

C.eval cpu_alert()

D. ‘'macro_name("argl1")"

Q3: Where in Splunk Web can you create and manage search macros?
A. Settings > Alerts > Macros

B. Settings > Tags

C. Settings > Advanced Search > Search Macros

D. Settings > Data Models

Q4: What is the purpose of using dynamic arguments in a macro?
A. To execute macros only during scheduled searches
B. To enforce strict data access permissions
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C. To automatically join indexes in searches
D. To allow input customization during macro execution

Q5: Which of the following macro definitions is valid for accepting two arguments?
A.search field1="Sarg1S" AND field2="Sarg2S$"

B. eval Sargl1$ = Sarg2$

C.search (Sargl1$S + Sarg2$)

D. search field1=$fieldS$S | field2=Svalue$

Q6: A user creates a macro called cpu_alert with this definition: search cpu_usage > 90. What is the

correct way to apply it in a search?

A.eval cpu_alert()

B. cpu_alert()

C. search index=1logs AND macro(cpu_alert)
D. ‘cpu_alert’

Q7: What will happen if you call a dynamic macro without supplying a required argument?
A. Splunk will default to the value "NULL"

B. The macro execution will fail with a syntax error

C. The macro will be ignored in the search

D. The macro will return no results but show no error

Q8: Why is it recommended to limit the app context of a macro?

A. It restricts the macro’s availability to only relevant users or dashboards
B. It avoids exceeding macro naming length

C. It improves macro execution speed

D. It prevents data from being indexed twice

Q9: What is the benefit of using macros in dashboards?

A. Macros can replace all dashboard tokens

B. Macros allow dynamic filtering logic with user inputs

C. Macros create hidden lookup tables

D. Macros improve dashboard load speed by skipping data fetching

Q10: A macro named format_time is defined as: eval readable_time=strftime(_time,

%H :%M:%S" ). What type of macro is this?
A. Macro with command pipeline

B. Static macro

C. Transform macro

D. Conditional macro

" %Y -%m-%d
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SPLK-1002 Creating and Using Workflow Actions

Workflow Actions enable external integration and contextual drill-downs from search results. They allow users to
automate incident response and provide contextual data interactions without leaving the Splunk interface.

1. What Are Workflow Actions?

Workflow Actions are custom interactions that automate response and provide contextual data interactions. They
bridge the gap between Splunk analysis and external tools or secondary investigations.

2. Types of Workflow Actions

There are three primary types of Workflow Actions: GET, POST, and Search, each serving a distinct technical
purpose.

2.1. GET

A GET action redirects the user to an external URL with field values passed as parameters. Architects must avoid
passing sensitive data or Pll in GET parameters as they are visible in browser history and server logs.

2.2. POST

A POST action sends data securely to an external REST API endpoint. This is the preferred method for sensitive
data transmission or for triggering actions in ticketing systems.

2.3. Search

The Search type executes a contextual secondary search within Splunk. For example, clicking an action on a
user_id could trigger a search showing all activity for that specific user.

3. How to Create Workflow Actions

Workflow Actions are configured in Settings > Workflow Actions. The user defines the name, type, and the URI or
search query, and maps the fields from the event that will populate the placeholders.

4. Examples of Workflow Actions

Common implementations include linking to external threat databases, reporting IPs to a firewall, or investigating
user activity via a pre-filtered dashboard.

5. Use Cases for Workflow Actions

These actions enhance troubleshooting by providing one-click access to related data and automate incident
response by submitting suspicious events to external security tools.

6. Best Practices
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Meaningful naming and scope restriction are vital. For POST actions, architects must ensure data is transmitted
over HTTPS to maintain security and prevent unauthorized interception.

7. Practical Exercises

Practice involves creating a GET action that links an ip_id to an external database and a Search action that
allows an analyst to investigate logs for a particular user_id.

8. Advanced Configurations for Workflow Actions

Advanced features include using multiple fields and conditional visibility. For instance, a "Report Critical Threat"
action can be configured to only appear if threat_level=high.

9. Troubleshooting Workflow Actions

Visibility issues are often caused by unmet conditions. If a GET or POST action fails, the URI template should be
checked for accuracy, ensuring fields are properly enclosed in dollar signs, such as Ssrc_ipS.

10. Optimization Strategies

Testing with sample data and limiting the scope to relevant apps ensures that Workflow Actions are useful and do
not clutter the interface for users.

11. Practical Exercises

Implement a conditional workflow action that only triggers for events where status_code=500, ensuring the
user is only presented with the action when it is relevant to the error.

12. Summary of Key Points

Workflow Actions provide interactive, external integrations. This focus on the final presentation and utility of data
leads into the methods for Filtering and Formatting Results.

13. Creating and Using Workflow Actions Practice Question

Q1: What is the main purpose of a GET-type Workflow Action in Splunk?
A. Redirect to a URL with field values as parameters

B. Send data to a REST APl using HTTP POST

C. Execute another Splunk search query

D. Create and manage user dashboards

Q2: Where can Workflow Actions be configured in the Splunk Web interface?
A. Settings > Dashboards > Workflow Actions
B. Settings > Alerts > Custom Actions
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C. Settings > Fields > Workflow Actions
D. Settings > Searches > Workflow Rules

Q3: Which Workflow Action type would you use to drill down into related logs in Splunk?
A. Script

B. Search

C. GET

D. POST

Q4: Which of the following is a correct use case for a POST Workflow Action?
A. Launching a report in a browser

B. Redirecting to another Splunk dashboard

C. Triggering another internal Splunk search

D. Sending event data to an external incident response system

Q5: What placeholder format is used in Workflow Actions to insert field values into a URL?
A. $field_name$

B. <field_name>

C. {field_name}

D. ${field_name}

Q6: Which of the following actions is MOST appropriate for sending suspicious IP data to an external API?
A. Field extraction rule

B. Search Workflow Action

C. POST Workflow Action

D. GET Workflow Action

Q7: You want a Workflow Action to only appear when 'threat_level' equals 'high'. What should you configure?
A. A permission setting in indexes.conf

B. A scope restriction in the search macro

C. A condition expression when creating the Workflow Action

D. A role-based access control setting

Q8: How are field values passed to external URLs in GET Workflow Actions?
A. As query string parameters

B. As cookie values

C. As POST body content

D. As HTTP headers

Q9: What is a best practice when naming Workflow Actions?
A. Use generic names for reusability

B. Avoid names with more than three words

C. Use clear and descriptive names reflecting purpose

D. Name actions after field values used

Q10: Which of the following could cause a Workflow Action to not appear in search results?
A. The user’s dashboard access is disabled
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B. The field specified in the action does not exist in the result
C. The action is not enabled in macros.conf

D. The field value is too long

SPLK-1002 Filtering and Formatting Results

Filtering reduces noise and formatting ensures data is presented in a readable, professional structure.
Understanding the distinction between these two processes is vital for efficient SPL development and resource
management.

1. What Are Filtering and Formatting Commands?

Filtering commands focus on reducing the dataset size by eliminating irrelevant events. Formatting commands
reorganize and clarify the display of those events for the final report.

2. Filtering Commands
The primary tools for specifying included data are the search, where, and fields commands.
2.1. search Command

The search command performs keyword-based filtering and is most efficient during the initial indexing phase of
the pipeline. It is the fundamental tool for narrowing down results by simple terms.

2.2. where Command

The where command is used for post-index filtering. It is ideal for complex field evaluations and mathematical
comparisons that require data to be fully loaded before the filter is applied.

2.3. fields Command

The fields command limits the visibility of data while preserving the original raw event structure. This improves
performance and reduces clutter during the exploration phase.

3. Formatting Commands
Presentation is refined through commands like eval, table, and rename.
3.1. eval Command

The eval command is used for dynamic field creation and conditional formatting. It allows for the creation of new
fields that highlight key metrics directly in the search output.
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3.2. table Command

The table command restructures results into a clean tabular format. Unlike fields, table removes all original
metadata and raw content, leaving only the specified columns for final reporting.

3.3. rename Command

The rename command replaces technical field names with user-friendly labels. This is a final step in making a
report or dashboard accessible to non-technical business users.

4. Best Practices for Filtering and Formatting

The "filter early" principle is critical: use search or where at the beginning of a query to reduce volume. Following
this with fields or table ensures that system resources are only used on relevant data.

5. Advanced Filtering Techniques

The mvexpand command is used to expand multivalue fields into separate rows. A critical architectural rule is
that mvexpand must be placed before the field is used in any transformation command.

6. Advanced Formatting Techniques

Conditional formatting with eval, specifically using the case () function, allows data to be categorized
dynamically. Reordering fields with table ensures that the most important information is presented first.

7. Troubleshooting Common Issues

Empty results are often the result of overly restrictive filters. Using the coalesce function helps manage missing
fields by providing a fallback value, ensuring that tables do not fail due to incomplete data.

8. Practical Exercises

Practice filtering orders by quantity ranges and using eval to categorize response times as "Fast" or "Slow."
These exercises demonstrate the transition from raw logs to structured analysis.

9. Best Practices for Combining Filtering and Formatting

The standard workflow is to narrow the data as much as possible before styling it. This ensures that formatting
commands act only on a relevant subset, leading naturally to Transforming Commands for Visualizations.

10. Filtering and Formatting Results Practice Question

Q1: Which of the following commands filters events after they have been retrieved from the index?
A. where
B. fields
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C. table

D. search

Q2: What is the result of the following command?

index=orders | eval total_price = price * quantity | table product, total_price

A. It excludes products that don't have price or quantity
B. It calculates and displays total_price per product

C. It counts total_price per category

D. It filters products with a high total price

Q3: What is the correct syntax to exclude the salary field from your search results?

A. table -salary

B. fields salary

C. fields - salary

D. eval salary = null()

Q4: You want to return only users whose usernames start with "admin”. Which command is correct?

A. search username="admin%"

B. where username LIKE "admin%"
C. search username=admin%*

D. fields username="admin"

Q5: What does the following query do?

index=employees | eval full_name = first_name . " "
department

A. It filters employees based on full name

B. It removes duplicate full names

C. It renames fields to full_name and department

D. It creates a new field combining first and last name

Q6: Which of the following is not a formatting command?
A. fields

B. eval
C. where
D. table

Q7: What is the primary function of the rename command in Splunk?
A. To change field names in results

B. To mask sensitive field values

C. To filter out unwanted fields

D. To delete unnecessary fields from the index

last_name

Q8: Which query returns events where the price is between 100 and 500 inclusive?

A. search price > 100 AND < 500

table full_name,
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B. search price between 100 and 500

C.where price > 100 AND price < 500
D. where price >= 100 AND price <= 500

Q9: What is the output of this query?

index=products | mvexpand tags | search tags="popular"

A. Hides all tags except "popular”

B. Expands each multivalue tags field into individual rows, then filters for "popular"
C. Converts multivalue tags into a string

D. Filters only events that have a single "popular” tag

Q10: Which query would rename the field emp_id to EmployeeID and only display that field?
A. fields EmployeeID | rename emp_id TO EmployeelD

B. eval EmployeeID = emp_id | table emp_id

C. rename emp_id AS EmployeeID | table EmployeeID

D. table emp_id | rename emp_id AS EmployeelD

SPLK-1002 Using Transforming Commands for Visualizations

Transforming commands change the data's shape to enable charts, graphs, and aggregate summaries. They are
the bridge between raw event data and the structured data required for visual dashboard components.

1. What Are Transforming Commands?

Transforming commands take raw data and aggregate it into a structured format. Unlike filtering, these
commands change the structure of the results, providing the counts and averages needed for visuals.

2. Core Transforming Commands
The primary transforming tools are stats, chart, and timechart, each with unique structural outputs and limitations.
2.1. stats Command

The stats command is the most versatile, allowing for an unlimited number of grouping fields. It is used to
generate complex data tables across multiple dimensions.

2.2. chart Command

The chart command is designed for generating charts and is limited to a maximum of two "BY" fields. The first
defines the X-axis, and the second defines the data series or legend.
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2.3. timechart Command

The timechart command is a specialized time-series tool. The X-axis is fixed to _time, and it uses a span
argument to define the intervals for trend analysis.

3. Visualization Options

Pie charts are ideal for proportions using the chart command. Bar charts are used for comparisons, while line and
area charts are best for analyzing trends over time using the timechart command.

4. Best Practices for Transforming Commands

Architects must filter out irrelevant data before applying a transformation. Defining appropriate time spans in
timechart is critical to ensure that visualizations are neither too cluttered nor too sparse.

5. Advanced Use Cases of Transforming Commands

Advanced use includes combining multiple aggregations and conditional counting. Proficiency in these
commands and manual extraction is the final step before standardizing data through the Common Information
Model (CIM).

6. Summary of Key Takeaways

Transforming commands are limited by their specific axes and grouping constraints. Mastering these, along with
field extraction techniques, provides the foundation for using the Common Information Model (CIM) to enable
enterprise-scale analysis.

7. Using Transforming Commands for Visualizations Practice Question

Q1: What is the primary difference between the stats and chart commands in Splunk?

A. chart outputs tabular data, while stats only shows raw events

B. chart organizes data for visualization with two grouping fields, while stats provides more flexible
aggregations

C. stats requires the _time field, while chart does not

D. stats supports visualization, while chart does not

Q2: Which of the following queries will return the total number of events per status_code per hour?

A. index=web_logs | stats count BY status_code, _time

B. index=web_logs | timechart span=T1h count BY status_code

C. index=web_logs | timechart count BY status_code
|

D. index=web_logs chart count BY status_code, _time

Q3: You want to display a pie chart showing the proportion of events by HTTP status code. Which query should
you use?

A. index=web_logs | chart count BY status_code
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B. index=web_logs | stats count BY status_code

C. index=web_logs | chart count(status_code)

D. index=web_logs | timechart count BY status_code

Q4: What does the following query do?

index=sales | stats count(eval(price > 100)) AS HighValueTransactions BY region
A. It calculates the average price per region

B. It filters out transactions where price is not greater than 100

C. It counts all transactions, regardless of price, grouped by region

D. It counts the number of transactions with price greater than 100 for each region

Q5: Which best practice improves performance when using transforming commands on large datasets?
A. Use as many fields as possible in the BY clause

B. Avoid specifying the span in timechart

C. Filter data first using search or where before applying transformations
D. Always use transaction before stats

Q6: In which situation should you specify a span value in a timechart command?
A. When grouping by non-time fields

B. When using chart or stats

C. When plotting pie charts

D. When analyzing trends over specific time intervals

Q7: What is the output of this query?

index=web_logs | stats count AS Total, count(eval(status_code=404)) AS NotFound BY
user

A. A list of users with only 404 errors

B. Total number of users

C. Number of events and 404 errors per user

D. Total number of 404 errors across all users

Q8: Why might the following query return no results?

index=sales | stats sum(price) BY nonexistent_field
A. The field nonexistent_field does not exist in the events

B. stats is not allowed in sales index

C. sum(price) cannot be calculated

D. You must use chart instead of stats for summation

Q9: Which visualization type is most appropriate for analyzing a trend over time?
A. Line Chart

B. Pie Chart
C. Bar Chart
D. Scatter Plot
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Q10: What is the purpose of using mvexpand(tags) in the following query?
index=products | stats count BY mvexpand(tags)

A. To expand multi-value tags into single-value rows for counting

B. To remove duplicate tags

C. To group all tags into a single field
D. To visualize only the first tag per event

SPLK-1002 Using the Common Information Model (CIM) Add-On

The CIM Add-On standardizes data across diverse sources to enable cross-source analysis and compatibility
with Splunk apps. It provides the essential glossary of fields, such as src (source IP), dest (destination IP),
user, and action, that are required for enterprise-level reporting.

1. What Is the Common Information Model (CIM) Add-On?

The CIM Add-On is a set of predefined schemas that normalize field names, tags, and event types. It ensures
that data from multiple vendors follows a common schema for unified analysis.

2. Core Concepts of the CIM Add-On

The CIM relies on the mechanics of normalization through aliases and tags and the validation of data against
specific domain models.

2.1. Normalization

Normalization involves mapping raw fields, such as client_ip, to CIM-compliant names like src. This is
achieved through field aliases and the application of specific tags that categorize the events.

2.2. CIM Data Models

CIM includes models for Authentication, Network Traffic, and Web. Each model specifies the required fields and
tags needed to align with Splunk’s enterprise security and IT management tools.

2.3. Validation

The datamodel command is used to validate that data aligns with CIM standards. This command identifies gaps
in mapping, ensuring that the normalization process was successful.

3. How to Use the CIM Add-On

The workflow involves installing the add-on, identifying the fields, mapping them via aliases and tags in
props.conf, and using the datamodel command to validate the results.
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4. Example: Normalizing Web Proxy Data

Normalizing web proxy logs requires mapping client_ip to src and http_status to status. Once the
"web" tag is applied, the proxy data can be analyzed alongside any other web traffic source.

5. Best Practices for Using the CIM Add-On

Consistent naming and regular audits are essential. A high-priority pitfall to avoid is using the AS keyword in
props.conf for field aliases; the correct configuration syntax is FIELDALIAS-<aliasname> =
<sourcename>.

6. Practical Exercises

Practice mapping user_name to user and response_time to duration. For more advanced enrichment, use

a GeolP lookup (e.g., geoip.csv)to map a source IP to a src_country field, ensuring the data meets the
requirements of the Network Traffic model.

7. Summary of Key Points

The CIM Add-On provides the structural standards necessary for professional-grade deployments. Mastering
CIM normalization and the core field glossary ensures the data is ready for cross-source analysis, completing the
foundation for technical excellence in the SPLK-1002 curriculum.

8. Using the Common Information Model (CIM) Add-On Practice Question

Q1: What is the primary purpose of the Common Information Model (CIM) Add-On in Splunk?
A. Generate lookup tables automatically

B. Provide summary indexing options

C. Standardize field names and tags across data sources

D. Improve dashboard visualizations

Q2: Which type of data model is included in the CIM and used to track login attempts?
A. Intrusion_Detection

B. Authentication

C. Web

D. Network_Traffic

Q3: In Splunk, which command is commonly used to validate whether your data aligns with CIM standards?
A. | datamodel

B. | metadata

C. | eval

D. | tstats

Q4: Which of the following is an example of using a field alias to normalize data for the CIM?
A. rename field AS alias
B. lookup threatlist.csv
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C. EVAL-duration = response_time_ms /1000
D. alias client_ip AS src

Q5: What is the main advantage of using CIM-compliant field names in dashboards?
A. Reduced storage usage

B. Improved token-based authentication
C. Easier integration with Splunkbase apps
D. Faster query performance

Q6: Which file is typically used to define calculated fields such as transforming milliseconds to seconds for
duration?

A. macros.conf

B. props.conf

C. transforms.conf
D. inputs.conf

Q7: In the CIM Add-On, what is the role of tags?
A. Help categorize events for specific data models
B. Control access to dashboards

C. Replace field names with aliases

D. Enrich data with lookup values

Q8: Which action would help ensure that source_ip, client_ip, and src_ip all map to the src field?
A. Use field aliasing in props.conf

B. Create a lookup table for IPs

C. Define calculated fields for each source

D. Set a tokenized field in a dashboard

Q9: If your data lacks a field like dest_country, how can you enrich it to be CIM-compliant?
A. Apply tags using transforms.conf

B. Use a GeolP lookup to add the missing field

C. Enable CIM acceleration

D. Configure props.conf with an alias

Q10: What does the following search command help verify?
| datamodel Authentication search | stats count BY src, user, action
A. That lookup files are loaded
B. That the data model has been accelerated
C. That the authentication logs include required CIM fields
D. That tags have been applied correctly
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Learning Path & Study Advice

A productive study path begins with firm control of core search behavior and a clear understanding of how Splunk
represents events and fields. From there, learners should move into transforming commands and result
formatting, since these skills form the basis for effective reporting and visualization. Once that foundation is
stable, the next step is to study how data becomes easier to manage and reuse through fields, aliases, calculated
fields, tags, and event types. After this, learners should focus on reusable search design through macros and on
action-oriented workflows that connect findings to operational processes. Finally, data models and the CIM
should be approached as higher-level structures that require an understanding of standardization and
normalization across datasets.

Study should emphasize practical comprehension over memorization. Candidates benefit most when they not
only know what a feature does, but also why it exists, when it should be used, and how it improves clarity or
efficiency in real analysis. A strong approach is to practice building searches in stages: first retrieve events, then
refine them, then structure them, then turn them into reusable or standardized knowledge objects. This
progression helps develop a working mental model of how Splunk supports both investigation and repeatable
operational reporting.

Who This PDF Is For

This PDF is intended for learners preparing for the SPLK-1002 Splunk Core Certified Power User certification
and for professionals who want a clearer understanding of the knowledge scope behind it. It is especially suitable
for Splunk users in operations, monitoring, security support, incident analysis, and data-focused IT roles who
already have basic platform familiarity. Readers with some hands-on exposure to searching in Splunk will benefit
most, particularly those who want to progress from simple query use toward structured analysis, reusable
knowledge design, and standardized data interpretation.

Call To Action

This document provides an overview of structured learning and certification preparation approaches. For learners
seeking clear knowledge organization, guided study planning, and exam-focused practice resources, AAAdemy
offers a comprehensive platform to support independent and effective learning.

Explore additional training materials, study guidance, and practice resources at:

Splunk SPLK-1002 Core Power User Certification Training Course - AAAdemy

Online Flashcards (Quizlet):


https://www.aaademy.com/Splunk-Core-Certified-Power-User/SPLK-1002.html
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https://quizlet.com/user/AAAdemy/folders/splk-1002-splunk-core-certified-power-user?i=6zfa5t&x=1xqt

Attachment : Answers by Knowledge Point

Using Transforming Commands for Visualizations Practice Question

A1: Answer: B

Explanation:

The key difference is that chart is specifically optimized for visualization and supports structured output using
two grouping fields in the BY clause, ideal for charts like bar and pie. stats provides more flexibility, allowing
multiple aggregations and arbitrary groupings, but its format is less tailored for visual charts.

A2: Answer: B
Explanation:

The timechart command is optimized for time-series data. Including span=1h groups the events into hourly
buckets, and the BY status_code clause provides grouping per status code. This is the correct and most
efficient way to visualize counts per hour per status code.

A3: Answer: A

Explanation:

A pie chart needs aggregated data per category, and chart count BY status_code is the correct way to get
a summary of counts grouped by status code. This output is ideal for pie charts.

A4: Answer: D

Explanation:

This is a conditional aggregation using eval inside the count () function. It counts only the events where the
price > 1080, grouped by region. This is a common advanced use of the stats command.

A5: Answer: C

Explanation:

Filtering with search or where before applying stats, chart, or timechart limits the number of events
processed, which improves performance. The other options are inefficient or incorrect.

AG6: Answer: D

Explanation:

The span keyword defines the time interval for bucketing events in a timechart, making it crucial when
analyzing data over time, such as per hour or per day.

A7: Answer: C
Explanation:
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The query aggregates two counts per user: total events and the number of events where status_code=404.
It's an example of multi-field conditional aggregation.

A8: Answer: A

Explanation:

If you group by a field that does not exist, Splunk will not be able to produce results. Always check the field
names via the field sidebar or fieldsummary.

A9: Answer: A

Explanation:

Line charts are ideal for showing how a metric changes over time, which is the essence of a time-based trend
analysis.

A10: Answer: A

Explanation:

mvexpand () breaks multi-value fields like tags into separate rows, so that stats count BY tags can treat
each tag value individually in the aggregation.

Filtering and Formatting Results Practice Question

A1: Answer: A

Explanation:

The where command evaluates conditions after events have been loaded from the index. It uses field values and

logical expressions to further filter already retrieved events. In contrast, search filters during the indexing phase.

A2: Answer: B

Explanation:

This search creates a new field total_price using eval and then uses table to display only product and
total_price. It does not aggregate or filter, just formats the output.

A3: Answer: C

Explanation:

To exclude a field, use the fields - syntax. For example, fields - salary will remove the salary field
from the displayed results.

A4: Answer: B

Explanation:

The correct approach is to use where with LIKE syntax to match patterns. LIKE "admin%" finds strings that
begin with "admin".

A5: Answer: D

Explanation:

This query uses eval to concatenate first_name and last_name into a new field full_name, and then
formats the output using table. It does not rename existing fields.

A6: Answer: C
Explanation:
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where is a filtering command that selects events based on logical conditions. The other commands (eval,

table, and fields) modify how data is displayed or structured — thus, they are formatting commands.

A7: Answer: A

Explanation:

The rename command is used to give fields more readable or standardized names in the search results,
improving clarity without changing the underlying data.

A8: Answer: D

Explanation:

The where clause with >= and <= is used to include boundary values. Option A excludes 100 and 500. Option C
and B use incorrect or invalid syntax.

A9: Answer: B

Explanation:

mvexpand breaks each value in a multivalue field into separate rows. The search that follows filters only those
rows where the tags value is "popular”.

A10: Answer: C

Explanation:

rename emp_id AS EmployeeID changes the field name, and table EmployeeID ensures only that field
appears in the output.

Correlating Events Practice Question

A1: Answer: B

Explanation:

The transaction command is specifically designed to group related events, such as all actions by a user
during a session. It can combine multiple events into one transaction based on fields like user_id and
time-based conditions.

A2: Answer: C

Explanation:

stats aggregates and replaces the raw events with summarized output. eventstats calculates summary
values but retains the original events by adding a new field to each.

A3: Answer: D

Explanation:

maxpause=5m ensures that any two consecutive events in a transaction are no more than 5 minutes apart. This
is useful for sessions where inactivity breaks the grouping.

A4: Answer: A

Explanation:

The startswith and endswith options allow you to specify event patterns (usually via field values or
keywords) that signal the start and end of a transaction, such as login/logout.
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A5: Answer: C

Explanation:

The stats command is ideal for computing aggregates such as counts grouped by a field like ip_address. It's
efficient and widely used for correlation summaries.

A6: Answer: B
Explanation:

eventstats allows you to calculate summary values (like an average) and append them to each event, without
removing the original raw data.

A7: Answer: A

Explanation:

If maxpause or maxspan are too large, unrelated events may be grouped into the same transaction, causing
overlaps. Tuning these parameters is essential.

A8: Answer: D

Explanation:

Using transaction creates grouped session events, and eventcount is automatically generated. You can
then filter based on the number of events in each session.

A9: Answer: C

Explanation:

Since transaction is resource-intensive, it's a best practice to filter the dataset using search or where first,
limiting the number of events it has to process.

A10: Answer: B

Explanation:

To correlate data across indexes, you can use join or append based on a shared field like session_id. This
allows combining events from different sources using a common key.

Creating and Managing Fields Practice Question

A1: Answer: D

Explanation:

The rex command is used to extract fields at search time using regular expressions. It is commonly applied to
raw or semi-structured data during the search process.

A2: Answer: C

Explanation:

Field aliases allow users to assign alternative names to existing fields, making search queries more intuitive or
aligning with common naming conventions.

A3: Answer: A
Explanation:

The spath command is designed for extracting fields from structured formats like JSON or XML, especially when
working with deeply nested values.
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A4: Answer: A

Explanation:

The correct syntax for using rex with a named capturing group in Splunk is: (?<fieldname>...) or

(?P<fieldname>. .. ), and in this case it extracts digits after user_id=.

A5: Answer: C

Explanation:

The fields command is used to include or exclude fields from search results. fields product_name,
price will show only those two fields in the output.

A6: Answer: A

Explanation:

It's a best practice to test regular expressions using tools like regex101.com before applying them in Splunk to
ensure accuracy and prevent performance issues.

A7: Answer: A

Explanation:

Field aliases are context-specific. If the alias was defined for a different sourcetype or app context, it may not
apply to your current search.

A8: Answer: B

Explanation:

The rex command here extracts a value matched by the regex into a new field tid. It does not rename or filter,
just performs extraction.

A9: Answer: C

Explanation:

Field extractions can be defined at indexing time using props.conf and transforms.conf, improving
performance and consistency across searches.

A10: Answer: B

Explanation:

mvindex allows you to access a specific index (position) from a multivalue field. This is helpful when parsing
fields with delimiters or arrays.

Creating Field Aliases and Calculated Fields Practice Question

A1: Answer: C

Explanation:

Field aliases allow you to assign alternative names to existing fields without modifying the underlying data. This
helps unify field names across sources and makes queries easier to read.

A2: Answer: B

Explanation:

To create a field alias in Splunk Web, navigate to Settings > Fields > Field Aliases, where you can map an
existing field to a new alias name in a given app context.
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A3: Answer: A

Explanation:

The eval command is used to create calculated fields on the fly using expressions. It can perform math, string
operations, conditional logic, and date transformations.

A4: Answer: D

Explanation:

A common use of a calculated field is to derive a new value based on existing fields. For example, calculating
total_price = price * quantity usingthe eval command.

A5: Answer: C

Explanation:

To standardize multiple original field names to a single alias (http_status), you must create two separate field
alias rules: one for status_code and another for response_code.

A6: Answer: B

Explanation:

The if function in eval is used to apply conditional logic. In this example, the value of discount depends on
whether amount exceeds 500.

A7: Answer: A

Explanation:

Using the . operator, Splunk concatenates string fields. This creates a new field called full_name containing
the first and last name separated by a space.

A8: Answer: C

Explanation:

Calculated fields created via eval are evaluated at search time, meaning the calculation happens when a query
runs—not during indexing.

A9: Answer: C

Explanation:

When multiple aliases are created for the same original field, both are valid and usable in searches, as long as
their app and sourcetype contexts are not conflicting.

A10: Answer: B

Explanation:

coalesce(field, default) is used to replace null or missing values. In this case, if price is null, it will
default to 0.

Creating Tags and Event Types Practice Question

A1: Answer: C

Explanation:

Tags provide a way to label field values with user-defined names, making searches easier to write and
understand. They group related values under meaningful labels without altering the raw data.
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A2: Answer: B

Explanation:

Event types are created in Splunk Web by navigating to Settings > Event Types, where you define the search
string and assign a name and optional color.

A3: Answer: C
Explanation:

The correct syntax to search based on a tag is search tag=<TagName>. This retrieves all events associated
with the tagged field values.

A4: Answer: C

Explanation:

To specifically detect high CPU usage on production systems, a combined search condition cpu_usage > 960
AND host="*prod*" is appropriate for creating the event type.

A5: Answer: A

Explanation:

Tagging multiple values with the same tag allows you to retrieve them using a single tag reference, which
simplifies and unifies searches.

A6: Answer: C

Explanation:

Event types categorize and label groups of events based on search criteria, making them ideal for consistent
representation in dashboards and alerts.

A7: Answer: D
Explanation:
Hierarchical tags enable layered categorization. For example, you can tag status_code=404 with both Error

and ClientError, then search broadly (tag=Error) or specifically (tag=ClientError).

A8: Answer: A

Explanation:

This search matches all HTTP status codes from 500 to 599, which typically indicate server errors. It is often
used to define a ServerError event type.

A9: Answer: A

Explanation:

If multiple event types match the same event, you can control precedence using priority values. Lower numerical
values represent higher priority.

A10: Answer: B

Explanation:

Tags can be applied to multivalue fields, and the tag will apply if any value in the field matches the tagged value.
In this case, any event with electronics will match tag=TechProducts.
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Creating and Using Macros Practice Question

A1: Answer: D

Explanation:

Macros allow you to reuse frequently used SPL expressions or filters. This helps simplify queries and reduce
duplication, especially for lengthy or complex search patterns.

A2: Answer: D

Explanation:

Dynamic macros in Splunk are invoked using backticks and arguments in parentheses, like this:
‘macro_name("argl1") .

A3: Answer: C
Explanation:
You can define and manage search macros in Splunk Web under: Settings > Advanced Search > Search Macros.

A4: Answer: D

Explanation:

Dynamic macros use arguments to make them flexible for various search conditions. This allows you to reuse the
same macro logic with different inputs.

A5: Answer: A
Explanation:
A valid two-argument dynamic macro should define both placeholders, like: search field1=Sarg1S AND

field2=Sarg2s.

A6: Answer: D
Explanation:
To call a static macro in a Splunk search, wrap its name in backticks like this: "cpu_alert .

A7: Answer: B

Explanation:

Calling a macro without required arguments results in a syntax error, as Splunk expects values for all defined
placeholders.

A8: Answer: A

Explanation:

Limiting app context ensures the macro is only available where it's needed. This improves security and avoids
confusion across unrelated apps.

A9: Answer: B

Explanation:

Macros simplify dashboard searches and support dynamic input substitution when paired with tokens. This
enhances flexibility and reusability.

A10: Answer: B
Explanation:
This is a static macro that performs the same transformation each time it's called. It does not require arguments.
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Creating and Using Workflow Actions Practice Question

A1: Answer: A

Explanation: GET Workflow Actions are designed to redirect users to a specified URL, embedding field values
from the search results as parameters in the query string.

A2: Answer: C
Explanation: Workflow Actions are created and managed via the Splunk Web interface under Settings > Fields >
Workflow Actions.

A3: Answer: B
Explanation: The Search type of Workflow Action allows you to execute additional searches from selected search
result fields to perform deeper investigations within Splunk.

A4: Answer: D
Explanation: POST Workflow Actions are used to send data, such as field values, to an external endpoint like an
incident response system via HTTP POST.

A5: Answer: A
Explanation: In Splunk Workflow Actions, field values are referenced using the format Sfield_nameS$ to
dynamically insert values into URLs or queries.

A6: Answer: C
Explanation: POST Workflow Actions are best suited for sending data (like IPs or threat scores) to external APls
via HTTP POST requests.

A7: Answer: C
Explanation: Splunk allows you to add conditional visibility to Workflow Actions so they only appear for specific
values, such as threat_level="high".

A8: Answer: A
Explanation: GET Workflow Actions append field values as query string parameters in the redirected URL,
allowing external systems to process them.

A9: Answer: C
Explanation: Workflow Action names should clearly describe their purpose so users can understand what each
action does at a glance.

A10: Answer: B
Explanation: If the field specified for a Workflow Action does not exist in the search result, the action will not
appear as an option for that event.

Creating Data Models Practice Question

A1: Answer: C

Explanation: Event datasets are the foundational data structures that represent raw events from indexes in
Splunk.
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A2: Answer: B

Explanation: Acceleration allows Splunk to precompute and store summaries of your data model, significantly
improving performance for dashboards and reports.

A3: Answer: D
Explanation: Transaction datasets are used to group multiple related events into a single transaction using a
common field like session_id and a defined time window.

A4: Answer: A
Explanation: Calculated fields are derived during data modeling using SPL expressions (e.g., eval) to transform
or calculate values from existing fields.

A5: Answer: A
Explanation: The correct sequence is: define the model name, add one or more datasets, define relevant fields,
and then optionally enable acceleration.

A6: Answer: C
Explanation: If a field is not explicitly included in the data model, it will not be available for Pivot visualizations or
reports built on that model.

A7: Answer: D
Explanation: Search datasets are designed to represent filtered subsets of events based on specific search
criteria such as status_code=200.

A8: Answer: D
Explanation: Alias fields allow different field names from various data sources (e.g., src_ip, source_ip) to be
mapped to a common alias (e.g., ip_address).

A9: Answer: A
Explanation: Child datasets inherit from parent datasets and apply additional filters or transformations, refining
the dataset scope.

A10: Answer: C
Explanation: Enabling acceleration precomputes summaries of data, significantly improving the performance of
dashboards using the data model.

Using the Common Information Model (CIM) Add-On Practice Question

A1: Answer: C

Explanation: The CIM Add-On helps normalize data by standardizing field names, tags, and event types across
multiple data sources to ensure consistent reporting and analysis.

A2: Answer: B
Explanation: The Authentication data model includes fields like user, src, and action, which are essential for
tracking login attempts.

A3: Answer: A
Explanation: The | datamodel command is used to check if your data conforms to the field and tag structure
defined in CIM-compliant data models.
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A4: Answer: D

Explanation: Field aliasing like alias client_ip AS src maps non-standard fields to CIM-compliant ones for
normalization.

A5: Answer: C
Explanation: Using CIM-compliant fields ensures compatibility with Splunk apps like Enterprise Security,
enhancing integration and reuse of dashboards.

A6: Answer: B
Explanation: Calculated fields like EVAL-duration = response_time_ms / 1000 are defined in
props.conf to normalize data for CIM.

A7: Answer: A
Explanation: Tags like authentication or network help CIM determine which data model an event should be
associated with.

A8: Answer: A
Explanation: You can use FIELDALIAS in props.conf to normalize multiple field names like client_ip,
source_ip, and src_ip into one CIM field such as src.

A9: Answer: B
Explanation: Lookups like GeolP can be used to enrich raw data with additional fields (e.g., dest_country)
required by CIM data models.

A10: Answer: C
Explanation: The search checks that logs are properly mapped to the Authentication data model and contain key
CIM-compliant fields like src, user, and action.
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